
 

 
 

                 PRESS RELEASE 

FOR IMMEDIATE RELEASE 
                                 
 

Fraudulent Website Alert  
 

(Hong Kong: 14 January 2025) Fubon Bank (Hong Kong) Limited (“Fubon Bank”) would like to alert its 
customers and the public that scammers are impersonating buyers on online shopping platforms, and 
requesting sellers to click a hyperlink in order to transfer funds. This will direct potential sellers to one of 
the following fraudulent websites which may solicit them to provide Internet Banking account login details, 
allowing the scammers to withdraw the sellers’ funds: 
 

• https[:]//carousell-fps[.]e-fps[.]world/180516017 
• https[:]//carousell-fps[.]e-fps[.]digital/personal/228596741?refer=&bank=5 
• https[:]//carousell-fps[.]efps[.]shop/personal/211892081?refer=&bank=5 
• https[:]//carousell-fps[.]easyfps[.]shop/227920116 
• http[:]//carousell-hk[.]keeba[.]shop/login/388FG217KM34055999429 
• https[:]//carousellorder[.]momentfps[.]run/personal/187690667?refer=&bank=5 
• https[:]//carousell-hk[.]capebbp[.]shop/login/294XO217NO336M2978019 
• https[:]//carousell-hk[.]capebbp[.]shop/login/238RF017GD335T8856071 
• https[:]//carousell-hk[.]pvpebl[.]shop/login/250OM217EW334Y0225188 
• https[:]//carousell-hk[.]orgaoil[.]shop/login/319GX717SA319T5401818 
• https[:]//carousell-hk[.]norgdc[.]shop/login/218XY617MJ317J8147585 
• https[:]//nboce.cc/ef2122 

 
Fubon Bank advises that these fraudulent websites have absolutely no affiliation with the official website 
of Fubon Bank which is “www.fubonbank.com.hk”. 
 
Fubon Bank has already reported this matter to the Hong Kong Police Force and the Hong Kong 
Monetary Authority.   
 
If customers are concerned that they may have disclosed their personal information to these fraudulent 
websites or have conducted any transactions through these fraudulent websites, please contact Fubon 
Bank Integrated Customer Service Hotline at 2566 8181 (press “8” after language selection) and report 
to the Hong Kong Police Force. 
 

 

Fubon Bank (Hong Kong) Limited 
 
Fubon Bank (Hong Kong) Limited (“Fubon Bank”) is a wholly owned subsidiary of Fubon Financial 
Holding Co., Ltd. (“Fubon Financial Holdings”), one of the largest financial holding companies in 
Taiwan. Committed to becoming one of Asia’s first-class financial institutions, Fubon Financial Holdings 
has built a strong lineup of financial service companies. Fubon Bank operates 15 branches, 3 SME 
Banking Services Centres, 1 Offshore Banking Centre and 1 Securities Services Centre in Hong Kong, 
providing a wide range of financial services encompassing consumer and wholesale banking, wealth 



 

 
 

management, financial markets, securities brokerage and investment services. Fubon Bank holds an 
A-2 short-term, BBB+ long-term rating from Standard & Poor’s. The rating reflects Fubon Bank’s strong 
capitalization, good liquidity and sound asset quality. 

 
For more information about Fubon Bank, please visit Fubon Bank’s website www.fubonbank.com.hk. 
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