BEEE T

2 January 2015

Important Notice: Enhancement of Internet Security Control for

Fubon Business Online / Fubon Credit Card Merchant Online Service /
Fubon e-banking Service / Internet Stock Trading Services and
Personal Loans / Mortgage Loan Registrations

In order to secure better protection for our customers, with effect from 2 February
2015, customers who are using
e Internet Explorer version 6.0 or below

= to access to Fubon Credit Card Merchant Online Service, Fubon

e-banking Service, Internet Stock Trading Service, or

= to register for loan applications (including personal or mortgage loans); and/or
e any versions of Internet Explorer to access to Fubon Business Online,
are required to complete the procedures below to reset the computer settings:

1. Click on “Tools” in your browser's menu bar, then choose “Internet Options” from
the drop-down menu.

Tools  Help
Delete Browsing History. .. Chrl+Shift+Del
InPrivate Browsing Chrl+5hift+P

Reopen Last Browsing Session

InPrivate Filkering Chrl+Shift+F
InPrivate Filkering Settings

Pop-up Blacker »
SmarkScreen Fiker »

Manage Add-ons

Compatibility Yiew
Compatibility Yiew Settings

Subscribeto this Feed
Feed Discavery L4

Developer Tools Fiz

Windows Messenger
Diagnose Conneckion Problems. ..

Internet Options

2. Click on “Advanced” in the top right hand corner

Generall Sacurilyl F'nvan:_l,ll Ennlentl EDnnEctiDnsI F'mgram:l Advanced

Settings:
N
[ &lways expand ALT test for images
[ Move spstem caret with facus/selection changes
Browsing

Always zend URLs &z UTF-8 [requires restart]

[ &utomatically check for Intemet Explorer updates
Close unused folders in History and Favorites [requires restart]
Disable Script Debugaing (Intemet Explarer)

[ Disable Secript Debugging (Other)

[ Display a natification abaut every script erar

Enable folder view for FTP sites

[ Enable Install On Demand (Intsmet E xplarer)

Enable Install On Demand [Other)

Enahle offline items to be synchionized on & scheduls
Enable page transitions

[ Enable Personalized Favarites Menu _lLI
4| | 3

Restare Defaults |
ak I Cancel | Spply |
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3. Scroll down to “Security”

ternet O

21X

Ganerall SEculityl F’rivacyl Cuntantl Connect\onsl Programs  Advanced

Settings:

st go to the most kely site J
é Security
active content from CDs to run on My Computer
Allow active content to mn in files on My Computer
[ &llow software ta run o install even if the signature is invalid
Check for publisher's certificate revocation
[ Check for server cerificate revocation (requires restart]
Check. for signatures on downloaded programs
[ Do not save encrypted pages to disk
[ Empty Temporary Intemet Files folder when browser is closed
Enable Integrated ‘Windows Authentication (requires restart]
Enable Profile Agsistant
UseS5L20
Use 55L30
O UseTLS 10

‘Wwiarn about invalid site certificates _|;|
| 3

Restore Defaults
oK I Cancel | Apply |

4. Un-select “SSL 3.0"
2|

Ganara\l Se:urilyl F'rivacyl Cunlenll Cunnactwuﬂsl Programs  Advanced

Settings:

@ Just go to the most likely site ;I

&Y Security

O allaw active content from CD's ta run on My Computer

Allaws active content to run in files on My Computer

[ Allows software ba mn or install even if the signature is invahid

Check for publisher's cerlificate revocation

[ Check far server certificate revocation [lequires restart]

Check for signatures on downloaded programs

[ Da nat save encrypted pages ta disk

[ Empty Temporary Intemet Files folder when broviser is closed
Enable Integrated W/indows Authentication [requires restait]
Enable Profile Assistant

“wiam about invalid site certificates _l;l
| »

tare Defaults
Ok I Cancel | Apply |

5. Select “TLS 1.0”

Eenerall Securltyl F‘nvacyl Ennlentl Ennnecllnnsl Programs ~ Advanced

Settings:

@ Just go to the mast kel site d
é Security

[ 4llow active cantent from CD's o run on My Computer

Allow active content to run in files on My Computer

[ Allow softvare to wn o install even if the signature is invalid

Check for publisher's certificate revocation

[ Check far server cerlificate revacation [requires restart]

Check far signatures on downloaded programs

O Do not save encivpted pages to disk

[ Empty Temporary Intemet Files falder when browser is closed
Enable Integrated Windows Authentication [requires restart]
Enable Profile Assistant
Use 5L 20

e sibe certificates

Fl

(1] 4 I Cancel | Apply |
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6. Click on “Apply” button and then “OK” button. Refresh the browser by closing it
and then opening it again.

Internet Options 2l

General' Securit}l' Plivacyl CDnlemt' Comnaclians' Programs  Adwanced

Settings:

(& Just go to the most likely site ﬂ

é Securty

[ &llow active content from CD's o run on My Computer

Allow active content to run in files on My Computer

[ &llow software ta run ar install even if the signature is invalid

Check for publisher's certificate ievacation

[ Cheek far server certificate revacation [requires restart]

Check for signatures on downloaded programs

[ Do not save enciypted pages to disk

[ Emply Temporary Intemet Files folder when brovizer is closed

Enable Integrated ‘windows Authentication [requires restart]

Enahle Profile Assistant

Uss 55020

O UseS5L30

Use TLS 1.0

“warh abiout invalid site certificates _lLI
| »

Bestore Defaults
| 0F. I | Cancel || Apply |
| 1

1

7. If you continue to receive the error message, please press Ctrl + F5 to refresh the
browser.

For details, please call our Customer Service Hotline at 2566 8181 during office
hours.



